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Security Implications
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1. Executive Assessment

Ilicit tobacco and illicit alcohol have evolved into structurally embedded black-market
commodities within Australia. The illicit tobacco market alone constitutes an estimated
80% of national consumption, driven by extreme excise-induced price distortion and
exploited by transnational organised crime. Illicit alcohol, though less publicly
quantified, follows parallel vectors of maritime concealment, duty evasion, and
supply-chain infiltration.

These markets undermine revenue integrity, corrode regulatory authority, and empower
criminal syndicates. The threat is no longer peripheral—it is systemic.

2. Strategic Context: Market Drivers & Structural Incentives
2.1 Excise-Driven Market Displacement

Australia’s exceptionally high tobacco excise regime—among the highest globally—has
created a perverse incentive structure. Legal cigarettes exceed $50 per pack, while
illicit alternatives sell for roughly $25, driving mass consumer migration into
black-market channels.

2.2 Organised Crime Profitability

The Australian Criminal Intelligence Commission (ACIC) identifies illicit tobacco as a
low-risk, high-reward commodity, with profit margins rivaling narcotics but with
significantly lower penalties. Illicit alcohol benefits from similar arbitrage dynamics.

3. Modus Operandi: lllicit Tobacco Entry Pathways
3.1 Maritime Containerised Concealment

The dominant vector for illicit tobacco importation is containerised sea freight.
Syndicates exploit:

e Misdeclared consignments

e False manifests



e Transhipment through low-scrutiny ports
e Fragmented supply chains

Seizures include multi-million-cigarette consignments with excise evasion in the tens of
millions.

3.2 Domestic Cultivation

The Illicit Tobacco Taskforce (ITTF) has dismantled large-scale domestic crops,
including 17 acres of illegal tobacco and 6 tonnes of leaf, demonstrating hybridised
supply models.

3.3 Wastewater-Based Detection

ABS wastewater analysis reveals a 40% increase in nicotine consumption since 2017,
with illicit sources rising from 12% to 80% of total consumption.

4. llicit Alcohol: Entry Pathways & Criminal Economies
IUicit alcohol enters Australia through:

e Misdeclared bulk spirits

e False invoicing to evade excise

e Diversion of duty-free or industrial ethanol

Shared logistics with tobacco syndicates

The convergence of illicit alcohol and tobacco markets reflects shared criminal
infrastructure.

5. Criminal Actors & Network Architecture

5.1 Transnational Syndicates

Characteristics include:
e Offshore procurement from low-tax jurisdictions
e Shell companies and complex freight forwarding
e Financial layering to obscure revenue flows

5.2 Domestic Organised Crime Groups

Outlaw motorcycle gangs, Middle-Eastern organised crime networks, and hybrid
criminal enterprises dominate distribution and enforcement.



6. Border Security & Law-Enforcement Response

6.1 National Disruption Group (NDG)

Multi-state operations such as TEMPEST26 have disrupted major networks.
6.2 Illicit Tobacco Taskforce (ITTF)

A joint ABF-ACIC-ATO-AUSTRAC-AFP taskforce targeting cultivation, importation, and
distribution.

6.3 Broader Enforcement Context

Border detections and arrests for illicit substances have risen over the past decade,
reflecting strengthened supply-reduction efforts.

7. Economic, Social & National Security Implications

7.1 Revenue Loss

Treasury has downgraded tobacco excise revenue by $8 billion over five years.
7.2 Public Health Risks

Ilicit products evade quality controls and may contain contaminants.

7.3 Criminal Empowerment

Ilicit excise markets provide stable revenue streams for organised crime, enabling drug
trafficking, violence, and corruption.

8. Policy Failures & Structural Vulnerabilities

Criminologists describe the current situation as a massive policy failure. Key
vulnerabilities include:

o Excessive excise creating black-market incentives
e Insufficient penalties
e Fragmented interagency coordination

e Maritime freight volumes overwhelming inspection capacity

9. Forward-Looking Threat Assessment



9.1 Market Trajectory

Ilicit tobacco will remain the dominant black-market commodity without structural
reform.

9.2 Criminal Innovation

Expect increased use of encrypted logistics, diversification into counterfeit nicotine
products, and exploitation of parcel networks.

9.3 Border Pressure

Maritime freight volumes will continue to challenge inspection regimes.

10. Integrated Counter-Measures Framework
10.1 Strategic Policy Recalibration
e Excisere-balancingto collapseillicit price advantage
e Unified national regulatory architecture for nicotine and alcohol
e Penalty realignment to serious organised-crime thresholds
10.2 Border and Supply-Chain Hardening
e Al-driven container targeting
o Trusted trader “clean lanes”
e Expanded non-intrusive inspection technologies
10.3 Financial Disruption and Asset Neutralisation
e Treat excise-evasion as a money-laundering predicate offence
o Aggressive proceeds-of-crime action
o Trade-based money-laundering countermeasures
10.4 Organised Crime Network Degradation
e Convergence-focused investigations
e Permanentjoint taskforce model
e Disruption of corrupt logistics insiders
10.5 Technological and Analytical Uplift
e Nationalillicit-market intelligence platform

e Expanded wastewater monitoring



o Digital track-and-trace systems
10.6 Demand-Side and Community Measures
e Targeted public messaging
e Retailer transition pathways
e Health-system integration
10.7 Legislative and Governance Reform
e Commonwealth-state harmonisation
e Rapid administrative closure powers

e Triennial national strategic review

11. Strategic Outcome
If implemented cohesively, this framework will:
e Collapse the economic viability of illicit excise markets
e Disrupttransnational criminal supply chains
e Restore revenue integrity
e Reinforce border sovereignty
e Re-establish lawful market equilibrium

This dossier provides a unified, sovereign-grade intelligence assessment suitable for
strategic decision-making at the highest levels of government and national security
leadership.
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